Wired Network Authentication 8/26/2009
Configuring 802.1x for Mac OS 10.4

Connect to the HWS wired network, follow the steps below:

Note: To only have Internet access, no configuration is required, just plug in a network
cable. These steps are for accessing HWS network resources on campus.

1. Click on the Apple dropdown menu in the upper left hand corner and select
Software Update

Note: At the update prompt, login with your computer username (not your
HWS account). Updates are important for getting your computer on the
wireless network.

2. Open the Airport menu from the menu bar and d) @D (74%)  Fri 11:37 AM

click Open Internet Connect AirPort: Or
Turn AirPort Off

Create Network...
Use Interference Robustness

Open Internet Connect...

3. In Internet Connect, go to @ Internet Connect [
File > New 802.1x
Connection

Edit Connect Window Help

[ N} - N i T, Windmw
New Lonhnection Winaow

v
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New VPN Connection...
New 802.1X Connection...

Close BW
4. In the 802.1X window (@06 _ 802.1% =)
click the 802.1x padlock ﬁ = 0| a8
P ® & Tal=
Summar\r_ ¢ Internal Modem AirPort  WPN | B02.1X
5. In the 802.1X tab, select
he Configuration drop- —
the 9 P Configuration v Other i
down menu and select - .
Edit Configurations and WY it Configurations... |
N &
enter a name for the User Name:
configuration b i
Wireless Network: ':i @
Status: Idle @
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6. Configure the fields with the information below:
e Network Port: Built- in Ethernet Description: | HWS Secure
e Username: your HWS username
e Password: your HWS password
[ ]

Network Port: | Built-in Ethernen

3

Authentication: make sure only User Name: [userid
PEAP is checked Password: | sssssass
® Click OK Wireless Network:
7. Click Connect Authentication: Frotocol

TTLS
TLS [[]
EAP-FAST

PEAP .

LEAP v Configure

Note: Your computer may ask you if
you want it to remember your
username and password in your

- Select supported authentication protocels above
keyChaI n and then crder them appropriately.

I Cancel . |( oK )l

OEOO0OS

8. Mac OS X will then request a
connection to the nOe i
secure HWS network. '
You Wi“ be prompted 802.1X Authentication
W|th a certiﬁcate | i ‘Ir'nl';:ssi:;\:'er certificate could not be validated because the root certificate is
Click the Show
Certificate button -Z_?j"__il ( Show Certificate '__. ([ Cancel '_.- (—-G—ontinue }
9. The Verify Certificate 006 Verify Certificate
dialog box will now 802.1X Authentication
ShOW the deta“S Of the oy ; = The server certificate could not be validated because the root certificate is
certificate. s issing:
Under the TrUSt 1wa',f5 trust these certificates

S AT - e}
the When using this

certificate field to:

=

Always Trust ¥ TS
When using this certificate: | Always Trust _:}I [ ‘_).
Note: This will allow
you to trust the Fatanelble: Aunhisntication teAP). |ERNESTRRE ] m
certificate in the future < Policy || Aways Trust ]
without being
prompted- l'é'] -_m_] [ Cancel ) (_Cuntinue}

10. Click the Continue button. You should now be connected to the HWS secure
wired network (if not, try restarting the computer)

If you have any trouble with the above process, please contact the Help Desk in the Library
Learning Commons or 315-781-4357 (ext. 4357/HELP on campus) or helpdesk@hws.edu.

Hobart and William Smith Colleges = Information Technology Services
Page 2 of 2


mailto:helpdesk@hws.edu�

