Connecting to the HWS Wired Network
Windows 7 3/21/2011

Connecting to the HWS Wired Network

To only have Internet access, no configuration is required, just plug in a network cable.
These steps are for accessing HWS network resources on campus. If you have Cisco
Clean Access installed on your computer, you will have to uninstall it. You will also
need to install the latest Windows updates, before connecting to the HWS network.

Note: During this process Windows will ask you to confirm certain actions. To allow
them, click Continue each time.

To uninstall Cisco Clean Access:

1. Go to Start Menu > Control Panel > Programs > Uninstall a Program
2. Select Cisco Clean Access
3. Click Uninstall

To download and install the latest updates for Windows:
1. Go to Start > All Programs > Windows Update
2. On the left menu, click Check for updates
3. Install any necessary updates
Note: You may need to install multiple rounds of updates.

To connect to the HWS wired network:
1. Go to Start > Control Panel

2. On the upper right, change the View by setting to “Small Icons”

“=  Administrative Tools
3. Click Administrative Tools

Ea®
4. Double-click Services Services
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5. Double-click Wired AutoConfig
x
6. On the General tab, adjust the General | Log On | Recovery | Dependencies |
following settings:
e For Startup type, select Service name:  dot3sve
Automatic Display name: Wired AutoConfig
e Under Service Status click
N Wired AutoConfig (DOT3SVC) service i N
Start Description: psion;ible for performing IEEE 802 1X j
Note: If you are able to click Stop,
Pause, or Restart, then the service Fath to executable: .
is already started and you can CAWindows \system32'\svchost exe 4 LocalSystemMetwork Festricted
proceed without clicking anything Startup type: | | Automatic |

7. Click OK

8. Close all the open windows

Help me configure service startup options.

Service status:

Stopped

Stop |

Eause Hesume

You can specify the start parameters that apphy when you start the service
from here.

Start parameters:

QK Cancel Spply

9. Go to Start; in the search bar type Network

10.In the results, click on Network and Sharing Center

10. On the left menu, select Change Adapter Settings

11.Right-click Local Area Connection and select Properties
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12.0n the Authentication tab, adjust x|

the following settings:

e Make sure Enable IEEE ‘Networking Authentication |

802.1x authentication is

checked - _ _
e Under Choose an i?;egr:gﬁ;p:é:;;tiﬁmwde authenticated networl: access for

authentication method, ) )

make sure Protected EAP IV Enable |EEE 202.1X authentication;

(PEAP) is selected
e Check Remember my Choose a network authentication method:

credentials [Microscft: Protected EAP (PEAP)  v] ||  Setings
e Click Settings

[¥ Remember my credentials for thiz connection each
time I'm logged on

v Falback to unauthorized network access

13.In the Protected EAP Properties X

Window, adjust the following
settings: When connecting:

e Uncheck Validate Server I Validate server certificate

Certificate r Connect bo Ehese servers:
e Under Select |

Authentication Method,

choose Secured Password Trusted Root Certification Autharitics:
(EAP- MSCHAP V2) M | AddTrust External CA Root =
e Uncheck Enable fast O class 3 Public Primary Certification Authority j
reconnect O class 3 Public Primary Certification Authority
e Click Configure [ DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority (2043)
O Entrust.net Secure Server Certification Authority

O Equifax Secure Certificate Authority _Ij
| v

Jd

[T Dot prompt user bo autharize new servers ar brusted
certification authorities,

Select Authentication Method:

ISEELIFEd password (EAP-MSCHAP v2) j Configure...

[~ Enable Fast Reconnect:
[” Enforce Network Access Protection
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14.In the EAP-MSCHAP properties window, EAP MSCHAPv2 Properties x|
uncheck Automatically use my

Windows logon name and password When connecting:

15.Click OK r iy tomatically use my Windows logon name and
password (and domain if any). :

16.Click OK on the remaining open windows

In a minute or so, a notification that OK I Cancel
additional information is required to
connect to the network will pop-up in the lower right portion of your screen.

A¥ Additional information is required to connect to the network .
== Click to previde additional information and connedt

17. Click on the
notification

v Mt mrd Shyn

18. In the window that appears,
enter your HWS username and
password

19.Click OK

You should now be able to use the
HWS secure wired network (if not,
try restarting the computer).

User name: yaurhwsUsemame
Password: sssRaRRR
Logon domain:
ok || [ cancel |

If you have any trouble with the above process, please contact the Help Desk in the
Library Learning Commons or 315-781-4357 (ext. 4357/HELP on campus) or
helpdesk@hws.edu.
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